Technical Risk Assessment Template and Guidance


A technical risk assessment is different from the Risk Assessment performed for a Major/Minor Application Plan. The Risk Assessment included in Major/Minor Application Plans note increased risks in one or more areas addressed by the General Computing Enclave plans. A technical risk assessment instead looks deeper at each component of a service or process, and can encompass both technical and management controls. A technical risk assessment may review the aspects of authentication, authorization, change management, data handling, encryption, logic and just about any other individual component within a service or process that may be manipulated, changed, exploited or operated outside of the intended scope.


A technical risk assessment is a useful tool to evaluate the individual elements of process or service for residual risks. Through a technical risk assessment, you define the Threats and Vulnerabilities (actors/actions that can exploit a specific flaw) along with the Risk and Mitigation (outcome of exploitation of a flaw and what you are doing to prevent exploitation). Any flaws or avenues for exploitation left over after applying the compensatory controls defined in the Mitigation is documented as a Residual Risk. It is this Residual Risk that is primarily considered and accepted before a service is offered. 


Performing a technical risk assessment can also assist in deciding between competing implementation designs. Multiple implementation designs may all produce the same desired results, but each may have different flaws. These flaws are called out during the assessment, noting any mitigations and the residual risk. After an assessment has been completed for all considered designs, the residual risks of each design can then be used as the deciding factor.

The following pages include a template for a technical risk assessment along with a small example. Items in <red> are to be replaced with information regarding your process or service being evaluated. Items between [] are to have one of the options chosen.

<insert service name> Technical Risk Assessment

This technical risk assessment examines the threats, vulnerabilities, risks, mitigations and residual risks for the <insert service name> service. The <insert service name> service is composed of <describe the systems and components of this service>. The <insert service name> service is described in greater detail in the appropriate [Major Application | Minor Application | design and implementation] plans.

Risk ratings are described in the FNAL GCE Security Plan.

Service:  <insert service name>

Responsibility: <insert responsible division/section/department/group>

Please complete a Threat/Vulnerability/Risk/Mitigation/Residual Risk for each component and sub-component of your service or process.

Threat: <Threats are actors or actions that can levy harm to your system or process. Examples of common threats are Unauthorized Access, Denial of Service, Service Outage or Disruption and Exposure of Authentication Credentials.>

Vulnerability: <Vulnerabilities are the flaws within a service or process that allows for exploitation by a threat.>

Risk: ([LOW | VERY LOW | EXTREMELY LOW]) <Explain what damage or harm can be caused by a threat who exploits the vulnerability.>

Mitigation: <Explain the technical or management compensatory controls implemented to safeguard from exploitation for this risk.>

Residual Risk: ([LOW | VERY LOW | EXTREMELY LOW]) <Explain what damage or harm can still be caused after compensatory controls are applied. Note that other compensatory controls for other risks may further mitigate this specific residual risk.>

Example:

Service:  Cool New Website for Employee Registration

Responsibility: CD/LSC/CNCS/CST

Threat: Unauthorized access

Vulnerability: Brute force guessing of authentication credentials used to administer user data.

Risk: (VERYLOW) Multiple guessing attempts of authentication credentials leading to a successful discovery of a credential user used to administer collected user data.

Mitigation: Management access to the registration service is limited to direct connection to the console, HTTPS and SSH. HTTPS access is permitted from only onsite nodes, and accepts only a valid KCA certificate for all access (user and administrator). Administrators are defined in a local Admin group, and must first present a valid KCA certificate, then elevate their privilege to the application through a second login/password combination. SSH access is restricted to a private (assigned RFC1918 network) and utilizes Kerberos authentication. All access attempts are logged and forwarded to the CST Central Syslog service. Multiple invalid access attempts results in the account being locked out.

Residual Risk: (EXTREMELY LOW) An undiscovered flaw or configuration error in the application may permit a logged on user to manipulate the local Administrators group and add other authenticated users as an administrator. This residual risk is further mitigated through the configuration and change management mitigation for the Unauthorized System Changes vulnerability.

Threat: Malicious user, script or configuration errors

Vulnerability: Failure of introduced compensatory controls

Risk: (EXTREMELY LOW) An unforeseen or unanticipated error in the configuration of the compensatory controls, or introduction of a vulnerability in a process or procedure may result in a denial of service of one or more offered services, a denial of service condition of the entire system, reduced access controls or possible system compromise.

Mitigation: Vendor patches are applied in a timely manor, consistent with the FNAL patching policies. No single control is relied on, but rather a defense in depth strategy is utilized. Various monitoring processes check the health and status of the system and processes. This service is defined in a Minor Application, containing additional security controls that are verified on a regular basis.

Residual Risk: (EXTREMELY LOW) Human error, new vulnerabilities and other unforeseen circumstances that will need to be addressed if they arise. Newly identified risks are to be documented in the the appropriate risk analysis.
 <insert service name> Service Technical Risk Assessment
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