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This technical risk assessment examines the threats, vulnerabilities, risks, mitigations and residual risks for the FTL Timecard Entry System “Kronos” (FTL-TES) service. The FTL-TES service is composed of The hosted Kronos time entry and reporting service, and the data transport system for moving time, effort, and person data from and to the Oracle EBS ERP System and the PeopleSoft HRMS system.  The following documents are referenced in this Risk Assessment:

1. The Kronos System Diagrams in Visio File “Kronos-system-diagrams-<YYYYMMDD-V>.vsd – This document contains a system diagram that contains systems described in this document as indicated by “(RA#)” under the component description.
a. RA1 – Drop Box
b. RA2 – Support Access
c. RA3 – SFTP Via SSH 
d. RA4 – Kronos FTP Service
e. RA5 – Employee access to the Time and Effort Entry Service from on site (Fermilab network)
f. RA6 – Employee access to the Time and Effort Entry Service from on site (Offsite)
g. RA7 – Services LDAP Server
2. Risk Assessment for LDAP Authentication Service [ID2961] (LDAP-RA)
3. Kronos provided security documents.


Note: Risk ratings are described in the FNAL GCE Security Plan.

Note: The following vulnerability is addressed in the Services LDAP Risk Assessment (LDAP-RA)
Threat: Ability to assume identity of another user and gain unauthorized access TO other systems (that use the “Services” LDAP service) available to that user.
Vulnerability: Access to system from less secure entry points (such as a public site) can compromise usernames and passwords.  Due to concerns such as keystroke loggers or users not logging out of the system
Risk: Systems of varying importance that rely on a centralized authentication system utilizing a common username and password all become at risk if the username and password for a user is compromised. 
Mitigation: Some systems that utilize the “Services” authentication system require on network access (Using a system on the 131.225.XXX.XXX network).  On network access provides a level of monitoring that may allow traceability for determining a “bad actor” 
Residual Risk: the non authorized user can access manipulate data that the compromised username (user) had access to. 

Threat: Unauthorized access to an employee’s vacation or sick leave information.
Vulnerability: Exposure of Vacation/Sick leave data 
Risk: EXTREMELY LOW - A “bad actor” will know when an employee is not at home or will gain knowledge about an employee’s health.  Then in turn the “bad actor” will use this information for malevolent purposes.
Mitigation: 
1. Usernames and passwords are required to access the system.  
2. User education about logging off and closing screens is provided.  
3. User address information is not available in FTLTES system.  
4. The nature of the leave (illness, Dr. Appt., DDS appt., vacation in town, out of town, etc.) is not contained in the FTLTES system.  Therefore, any information gained about sick leave is ambiguous at best. <are there other mitigations such as automatic system timeouts?>
Residual Risk: EXTREMELY LOW Unknown

Threat:  Time and effort data can be modified without warning
Vulnerability: Tampering of drop-box files (inbound & Outbound)
Risk: LOW - The risk impact ranges from denial of service for paying employees or assigning effort to a project, to the ability to change pay data for an employee.
Mitigation: The “Drop Box” has the following mitigations in place:
1. Encrypted network traffic to and from the drop box to the “Kronos FTP Service.” (Figure 1.)
2. The data is sent with a checksum file
3. Access to drop box is restricted to a small number of admins
4. The drop box pushes and pulls the data.
Residual Risk: VERY LOW – If the data is compromised, pay, leave, and effort data can be tampered with.  The system could be disabled with invalid data.  

Note: The following vulnerability is addressed in the Kronos provided Security Document XXXXX/

Threat: A different level of security is being used for certain personnel.  This can lead to actions that reduce the security of the system due to users maintaining credentials where others have access to them.??? 
Vulnerability: Kiosk &/or Terminal Server Access Requirements for select user base 
Risk: (VERY LOW) <Explain what damage or harm can be caused by a threat who exploits the vulnerability.>
Mitigation: <Explain the technical or management compensatory controls implemented to safeguard from exploitation for this risk.>
Residual Risk: ([LOW | VERY LOW | EXTREMELY LOW]) <Explain what damage or harm can still be caused after compensatory controls are applied. Note that other compensatory controls for other risks may further mitigate this specific residual risk.>

Note:  The threat/vulnerability that follows seems very similar to the previous one.  What is the thinking here?
Threat: 
Vulnerability Kiosk &/or Terminal Server Access Requirements for Linux/Mac user base 
Risk: EXTREMELY LOW <Explain what damage or harm can be caused by a threat who exploits the vulnerability.>
Mitigation: <Explain the technical or management compensatory controls implemented to safeguard from exploitation for this risk.>
Residual Risk: EXTREMELY LOW <Explain what damage or harm can still be caused after compensatory controls are applied. Note that other compensatory controls for other risks may further mitigate this specific residual risk.>

Threat: Employees are unable to enter their time cards and this will impact their ability to be paid.
Vulnerability: Access to services offered via the Internet are subject to outages that are beyond Fermilab Control
Risk: LOW – The risks are as follows:
1. Lab embarrassment
2. Employee information about their leave is exposed
3. 
Mitigation: Kronos has submitted a security ????.
Residual Risk: EXTREMELY LOW 
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