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[bookmark: _Toc391620518]Background
[bookmark: _Toc391620519]Purpose/Overview 
Fermilab intends to implement an Issues Management Program in accordance with DOE expectations that will allow the Laboratory to understand where programmatic strengths exist to improve operations and identify program weaknesses before they impact or undermine the Laboratory’s mission both now and for the foreseeable future.
The iTrack Task Force was charged with defining the Issues Management Program for the Laboratory as well as determining requirements for a centralized tracking database that could effectively support the program.  Task Force members were chosen by the Quality Management System Owner and included personnel from across the laboratory representing the main stakeholders of the Issues Management System.  See Appendix C for the list of the Task Force team members and a copy of the Charge.  This document represents the team’s findings and recommendations gathered through research, interviews, and collaboration regarding what the laboratory needs in an issues management tracking system. 
[bookmark: _Toc391620520]Stakeholders 
The iTrack Task Force identified the following stakeholders of the issues management program:
· Lab Management
· Fermilab Directorate
· Office of Project Support Services
· Division/Section/Center - Project Heads
· Division/Section/Center - Project Management
· Line Management
· Project Managers
· Assurance Council
· Management System Owners
· Office of Integrated Planning & Performance Management
· Support Personnel
· Project Office Teams 
· Construction Coordinators
· Task Managers
· Electrical Coordinators
· Building Managers
· Data Entry Administrators
· ES&H Subcommittee Chairs
· ES&H Officers
· Subject Matter Experts 
· Service Provider for Issues Management System
· Executive Board and Funding Agencies 
· Board of Directors / FRA
· Fermi-Site Office / DOE
Representative stakeholders were interviewed to determine how they would use an issues management tracking tool, and what their requirements would be for the tool.  The conclusions from these interviews were combined with the work of the task force and are outlined in the next sections of this document.
[bookmark: _Toc391620521]Task Force Activities and Findings
[bookmark: _Toc391620522]Task Force Charge
The following sections summarize the findings and requirements discovered by the Task Force Team, and directly answer the charge questions presented to the team. 
[bookmark: _Toc391620523]Better define the Issues Management Program for the Laboratory: Reach a consensus about how the laboratory will approach issues tracking and what level of issue will be tracked in the central system.
Activities and events that occur at the laboratory, both planned and unplanned, generate output in the form of actionable items that require tracking.  Activities and events include reviews, audits, assessments, inspections, walkthroughs, incidents, etc. and generate items including findings, nonconformities, observations, opportunities for improvement, best practices, and recommendations. Management of these items currently occurs through various methods including Excel Spreadsheets, iTrack, and other software tools.
This Task Force advocates, at a high level, that all items identified through the various activities occurring at the laboratory should flow through a single issues management process as documented in the flowchart below.  

In addition, a centralized system should support the issues management process by tracking items resulting from activities where formal reports have been issued.  Items to be tracked in a central system include results from the following activities where formal reports are issued:
1. DOE Activities
2. External Reviews (ISO/OHSAS, IEPA, etc.)
3. Incidents or Events (CAIRS, ORPS, Near Miss, etc.)
4. Organized ES&H Inspections & walkthroughs
5. Planned Self-Assessments (Quality, Management, etc.)
6. Fermilab Internal Reviews (Director’s Reviews, FRA / CAS Reviews, etc.)
7. Review findings on projects managed by other institutions (SLAC, JLAB, etc.) where Fermilab is just a collaborator 

Individual organizational databases may also support the issues management process by tracking all other items.  Items tracked via individual organizational databases (and/or spreadsheets, etc.):
1. Fire Department inspections, FESS inspections, items corrected by work orders (emergency lights and exit lights that need to be replaced), and routine inspections of eyewash stations and showers (list is not inclusive). 
2. Routine equipment inspections (emergency lights, fire extinguishers, eyewash stations, etc.)
3. Items tracked through the FESS work ticket system (leaking faucets, burned out light bulbs, etc.) 
4. Action items or task lists from meetings
5. New employee orientation tours
6. Items found randomly while performing normal work activities.  These things should be reported through the normal management chain.  
7. Lessons Learned (to be entered into the established LL DB)
[bookmark: _Toc391620524]Define the system requirements for an Issues Management Tracking tool:  Reach concurrence on what is expected of the system
a. Risk and hazard models: Develop the appropriate models.  	Comment by Matt Arena: See markup in appendix.
i. The Task Force has revised the current risk and hazard model to better fit all items that would be tracked in a central system.  A 5th level of risk was added to better distinguish between risk levels, and the column “Process/Project” was added so the risk analysis could be applicable to all items (not just ES&H items).  See Appendix A for the revised model.  
b. Number of review types: Reduce the existing number of selections to allow for better binning of reviews.	Comment by Matt Arena: See markup in appendix.
i. See Appendix B for a revised list and agreed upon proposal for 6 review categories that include defined sub-categories.
ii. The categories are described as activities and were binned logically so that ES&H activities, DOE activities, internal activities, etc. are grouped together.  
c. Improve the corrective or preventive action close out function: Provide a uniform close out model for all review types that will track items to closure and provide proof of accomplishments.	Comment by Matt Arena: The multi-level feature was added to iTrack during the last major upgrade based on stated requirements. This change implies we remove the single, combined data entry form for findings, responsible parties and CAPS; which is the form most users find easier to use.
i. See Section 2.3.2 for requirements related to a central system.  The requirements include the need for 1 consistent data entry form for all review types, and specific elements that allow users to provide proof of accomplishments.
d. Tracking and trending: Understand how the data will be used to understand strengths and weaknesses.
i. See Section 2.3.4 for requirements related to reporting and query functions in the system.  Stakeholders were interviewed and it was determined what capabilities of the system were needed to be able to track and trend data efficiently, starting with consistent data entry forms. 
e. Define verification requirements at various levels: Build in a system to require verification of closure for items at set levels.	Comment by Matt Arena: This is not explained well in Section 2.3. There is currently a system that requires all high-risk findings and 10% of the remaining findings be verified.
i. Verification / Validation / Effectiveness capabilities are part of the requirements for a central tool and are explained in Section 2.3. 
f. Define causal analysis for all item types entered into a central system	Comment by Matt Arena: This feature already exists but only on the single, combined form. Assuming we use the “multi” form this needs to be added.
i. The Task Force has determined that the HPI (Human Performance Improvement) Causal Codes would be effective for all types of issues entered into a central system.  The HPI codes are comprehensive and can be applied to almost all situations.  For other items entered into a central system that are considered to be opportunities for improvement or recommendations where no cause needs to be identified to complete actions, these shall be categorized as “No Error Occurred” to indicate the type of item is not related to an error or specific issue being found.   

[bookmark: _Roles][bookmark: _Toc391620525]Challenges with Current Tracking System
Successful implementation of the program relies on the use of a central tracking database to monitor and track trends and issues across the laboratory.  However, currently, the Laboratory uses iTrack – an Oracle based system that has combined two similar but different interfaces into a single system.  Past rollouts of this system uncovered several shortcomings that make future implementation of a successful program difficult.  Specifically, the combined system of interfaces makes the following items difficult to accomplish:
· Selection of the appropriate activity
· Entering data in a consistent manner
· Evaluate risk impact and probabilities
· Determine hazard likelihoods 
· Assigning of Root Causes
· Assigning of a responsible person or persons
· Effectively close out items
· Easy and effective trending of items  
The following list describes in detail these specific issues that should be addressed in future implementations. 
1. Too many Review Categories: iTrack has 19 review categories to choose from.  Some of the categories are similar leading to multiple review categories housing the same types of reviews.  It is difficult for the user to determine which review category is appropriate for the type of review they are entering into the system.  

2. [bookmark: _GoBack]Too many Organizational Choices: The existing system has 2 places where organization may be chosen:  first, when entering a new review, and second when entering a new item.  This makes trending and tracking at the review and item levels extremely difficult to accomplish, and leads to confusion when entering data.  Users do not know which option to choose from the lengthy list of options.  	Comment by Matt Arena: Can we limit the organization on the finding to the D/S/C level? I think we should keep the organization on the finding.

This dropdown is on the short form, which will be eliminated.

3. Too many Due Date Fields: There are multiple due date fields which makes it difficult to decipher which due date is the actual due date to follow when implementing actions.  There are also inconsistent requirements for due dates in the system.  For example when entering an item in the long form the due date is not required, but when filling out a corrective action plan it is required.  Certain queries in the system are also not performing correctly and are not pulling the correct data out when due date fields are empty.  	Comment by Matt Arena: This is by design. A finding may have a due date but the CAP(s), RP(s) and Milestones may have different due dates.

Remove only the RP due date.	Comment by Matt Arena: This is by design. The short form acts more like a record after the fact; whereas the long form is more like a work flow. The person entering a finding in the long form is not necessarily the person performing the corrective action.	Comment by Matt Arena: True because these are different date. The person completing the CAP should know the due date.	Comment by Matt Arena: Please specify which queries.

4. Not able to trend on Management System: iTrack currently has the option to choose a management system at the item level; however since it is an optional field it is impossible to do any trending analysis by management system.  Secondly, because the option to choose a management system is at the item level it is also impossible to perform any trending analysis at the review level.  	Comment by Matt Arena: Change management system to a mandatory field. Add management system to the review level.

Make required.

5. Nomenclature Inconsistent: Currently our process and iTrack lacks consistent nomenclature.  Much of this is due to the lack of consistency across the many reviews conducted by a variety of external organizations.  However, to ensure the ability to track and trend information in an issues management system it is critical to have consistent nomenclature as it relates to the type of item that is being entered into the system. 	Comment by Matt Arena: The ability to use multiple nomenclatures was a major feature of the last release. Are we now moving away from this feature?

6. No process for Defining Preventive / Corrective Actions, and Responses: The system in use mandates that both corrective and preventive actions be entered for an item before it can be closed, however this is incorrect as cited by the DOE during the Issues Management review in December 2013.  This incorrect process leads to confusion when entering data into the system, and also leads to inconsistencies in the data entry process.  Some actions taken to resolve items are also neither corrective nor preventive, but just merely actions taken based on a recommendation.  The system currently does not account for making a choice for which action is necessary to be taken.  Again, leading to confusion but also the inability to track and trend any data on types of actions being taken.  	Comment by Matt Arena: This is true for the short form only. There are no preventative actions on the long form. CAPS are optional on the long form.

7. Inconsistent Data Entry Screens: There are 2 data entry screens, depending on which review category is chosen.  These are referred to as the long form and the short form.  The long form is complicated and has multiple data entry screens to accomplish the same goal as the short form.  The short form has one data entry screen split into difference phases of the process.  The differences in the long form make it difficult for data entry users to consistently enter data thus making trending and tracking within the system practically impossible.  	Comment by Matt Arena: This was the major requirement in the last update of iTrack.	Comment by Matt Arena: This is not entirely true. The long form has different goals. It allows multiple RPs, optionally in a hierarchy and multiple CAPs.

8. No Resolution / Objective Evidence Section: There is no defined section within the data entry screens for providing resolution descriptions or objective evidence showing what actions have been taken to resolve the original item.  DOE noted, during the Issues Management Review in December 2013, that our process lacks resolution and objective evidence steps to ensure the item entered has been adequately addressed.   	Comment by Matt Arena: There is a process to confirm all high-risk findings and 10% of all other findings. This could be expanded.

Return comments field for action taken.

9. Inadequate Reminder Date and Communication Emails: There is a default process for reminding responsible parties 1 month in advance of when an item is coming due.  After interviewing several stakeholders, it was realized this timeframe may not be acceptable for all items entered into the system.  Some items will need advance warning months ahead of upcoming due dates while others may only need advance warning on the order of a few days.  	Comment by Matt Arena: How can the system identify which findings require more notice? Perhaps by the finding type or maybe the risk code.

Dropdown reminder interval months 1 to 6 months. Required new field on findings table.

10. Limited Applicability of Risk Analysis: Currently, iTrack has the functionality to calculate risk based on an identified hazard level and mishap probability.  However, the inputs to calculate risk are only based on ES&H related risks, and do not include process or project risk.  Because of this inconsistency, it is difficult to trend and track items within the system based on risk.	Comment by Matt Arena: The “matrix” of hazard to probability is set within the system. If there are other factors involved in the risk we need to add them to the matrix.

11. Projects unable to link Items back to Project: There is no functionality in iTrack that allows project personnel to utilize the system and tie items back to their work breakdown structures, for example.  This makes identification, responsibility, trending and tracking difficult for projects that will use the system.  	Comment by Matt Arena: Findings contains a field to track an external reference code. We need to add the field to the form(s).

Need help text for every field.

12. Inadequate Query Function: iTrack has a query function where multiple data points can be selected for a search; however the form is difficult to use and does not allow for text searches to be performed.  The current form makes extracting information and finding specific items in the system extremely difficult.  Users find it hard to decipher what information they should enter to find what they need.  Additionally, the query results that are displayed are not sortable and are missing key data attributes.  	Comment by Matt Arena: Need to create context indexes.	Comment by Matt Arena: Why? Please explain.	Comment by Matt Arena: Can add sort option to the search screen or JavaScript to the results to sort on the fly.	Comment by Matt Arena: What is missing?

ESH&Q to supply a list

13. Query Results only in Read-Only Format: When a query is performed in iTrack, the results currently show in read-only format regardless of the access type of the person performing the query.  This makes finding open items difficult, and even if found, one cannot update the item with the results from the query.  A work around has been identified but is not ideal and not everyone is aware that it exists.  	Comment by Matt Arena: It was designed as a report, not a data entry screen. This can easily be upgraded to include links to the edit screen.

Add option to output results in CSV file.

14. Query Page lacks link back to Homepage: The query page in iTrack does not have links to go back to the iTrack homepage.  A new instance of iTrack has to be started if the user wants to go back to the homepage. 	Comment by Matt Arena: This is easy to fix.

15. Inadequate Copy / Paste: The text description boxes within iTrack do not copy and paste certain characters over from other programs, e.g. Microsoft Word or Excel.  The characters are displayed as upside-down question marks and cause the text within the box to become difficult to read.  	Comment by Matt Arena: Need to check with the DBAs. This is an attribute of the character set for the application server.

16. Distribution Lists too Large: Currently, all users listed and able to make changes for a specific organization are on the email distribution when an item is closed in the system.  Complaints have been received that the system is over communicating closure and notifications of items and causing confusion among users about what is requested of them when they receive the emails.  	Comment by Matt Arena: What should the distribution list be?

When RP closes notify only the next person above.
When last RP closes; close the finding; send to closed finding list
No email when all findings are closed.

17. Inconsistent Terminology in Automated Emails: The system will communicate when an item has been assigned to a specific person, and also when the item is coming up due for closure.  The emails sent from the long form differ from the short form, and sometimes the links do not work.  Emails generated from the short form list “frESHtrk” as the system name, and emails generated from the long form list “iTrack” as the system name.  This causes confusion again among users in that they do not know what to do with the email when they receive it. 	Comment by Matt Arena: This is easily fixed, especially if we converge on one data entry form.

18. Inadequate Reporting Function: The reporting functionality out of the current iTrack system is not adequate.  Reports that are currently generated are difficult to read and offer no added value.  It is easier to copy the text from the screen and put it into Excel to then analyze the data.  Most people do not use the report function because of its inadequacy and instead are forced to create reports manually. 	Comment by Matt Arena: What are the requirements for a functional report?

19. Inadequate User Access: To access iTrack, a user must have a valid KCA certificate.  This is an issue for Mac users and others who either do not have a KCA certificate or for whom the process for renewing one is difficult.   Also, only Fermilab direct employees can access iTrack.  Those working on projects who reside at other laboratories do not have access to the system.  This causes a problem specifically for projects because some of the actions that need to be completed will in fact be assigned to personnel outside the laboratory.  It will not work even though they have been given a valid Fermilab ID.  This means that items in the system are not being assigned and addressed by the appropriate people. 	Comment by Matt Arena: This is due to a known issue and is being addressed.	Comment by Matt Arena: Any person (EE or otherwise) with a Fermi computer account can access iTrack. Users outside of Fermilab must first be issued computer access. I believe is this a Computer Security policy.	Comment by Matt Arena: This is likely due to the Certificate issue, which should be corrected soon.
[bookmark: _Toc391620526]Additional System Requirements
Research and interviews conducted with the stakeholders of Fermilab’s issues management process resulted in the Task Force’s better understanding of requirements for a central Issues Management Tracking system.  These are described below.
[bookmark: _Toc391620527]Application and Security
· Web-based application
· Version/revision history of who entered/revised items and date/time	Comment by Matt Arena: We are already tracking history. Need requirements for a reporting system on history.
· Access for anyone with valid Fermilab ID (including contractors, visiting scientists, etc.)
· Access available from off-site without VPN or certificate access	Comment by Matt Arena: The certificate issue is being address. I need to contact Computer Security regarding no VPN access.
· Administrative Levels – multi-levels of access
· Administrators	Comment by Matt Arena: This functionally already exists.
· Have access to everything entered into the system
· Ability to add/update/change any item in the system
· Ability to grant access for other users
· Data Entry Personnel	Comment by Matt Arena: This functionally already exists.

· Ability to enter data for their organization or project (or assigned organizations or projects) 
· Act as proxy and can add/update/change items for management
· General Users
· Ability to see all items for their organization or project only (or assigned organizations and projects)	Comment by Matt Arena: All persons with a Fermilab account can “see” non-protected data in iTrack. (Most data is non-protected).
· Ability to see items marked in the system for all users (e.g. S/CI items)
· Ability to update items that are assigned to them only	Comment by Matt Arena: This functionally already exists.
· DOE 
· Read-Only capability with access to entire system (see all items)
[bookmark: _Toc391620528]Data Entry
· User-friendly interface
· Text is easily copied and pasted from source documents (e.g. Word, Excel)
· Logical data entry process flow	Comment by Matt Arena: I believe the long form addressed this.
· Item definition & assignment
· Causal Analysis (HPI)
· Actions, Milestones, and Required Due Date 
· Resolution & objective evidence 
· Customizable data entry fields for projects and ES&H items	Comment by Matt Arena: These features already exist or already provided in the underlying database. Some have been remove by previous requests.
· Ability to enter data on project WBS
· Ability to enter ES&H data on Regulatory Drivers, Buildings, and unsafe conditions or behavior
· Risk Analysis capability – required for all items
· 1 data entry form with defined steps (see logical data entry process flow bullet)  	Comment by Matt Arena: What is the desired form? We have the long and short form. The long form provides what is required but users find it difficult to use. We need to understand what is not user friendly and fix it.
· Consistent nomenclature 	Comment by Matt Arena: I am concerned as this directly conflicts with the previous revision.
· Ability to link files to database	Comment by Matt Arena: Not sure what this means. We can link URLS to Reviews, Findings, CAPs.
· Ability to assign items to multiple responsible parties (organizations or projects)	Comment by Matt Arena: This exists in the long form.
· Ability to create milestones for each corrective action plan	Comment by Matt Arena: This exists in the long form.
· Capability to track and perform verification / validation / effectiveness reviews on closed items 	Comment by Matt Arena: This already exists for a high-risk findings and 10% of all others.	Comment by Matt Arena: Need more requirements.
· Ability to clone items	Comment by Matt Arena: Add clone item link.
[bookmark: _Toc391620529]Notifications
· E-mail format
· Ability to add/set watch list notifications
· Ability to set custom reminder notifications
· Notification of overdue items	Comment by Matt Arena: This feature already exists.
· Send to responsible party
· CC: responsible party’s management
· Notification of closure of items / activities	Comment by Matt Arena: This feature already exists but need to check exact recipients.
· Send to responsible party
· CC: responsible party’s management
· CC: watch list
· Notification of items requiring verification	Comment by Matt Arena: This feature already exists.
· Send to Senior Safety Officers
· Notification of items requiring validation / effectiveness review	Comment by Matt Arena: This feature already exists but need to check exact recipients.
· Send to responsible party
[bookmark: _Toc391620530]Reporting
· Ability for people using the system to select fields for report	Comment by Matt Arena: This feature already exists.
· By management system
· Organization 
· Project
· Responsible party 
· Due date
· Open or Close
· Etc…
· Export data to Excel - custom
· One item
· All items for one activity
· Multiple activities
· Standard reports available to anyone with access to the system	Comment by Matt Arena: These reports can be generated from the existing iTrack reporting system but are not “Standard.” One must know how to enter the search criteria.
· Open Items by Organization and Project	Comment by Matt Arena: This report exists for orgs but no projects
· Overdue items by Organization and Project
· Open items by Risk Code
· Overdue items by Risk Code
· Closed Items by Organization and Project
· Closed items by Risk Code
· Customizable reporting function 	Comment by Matt Arena: This may be better addressed in FermiDash.
· Ability to use any data attribute in the system, or
· Customizable report available by submitting ServiceNow request 

[bookmark: _Toc391620531]Search/Query
· Open query in new window
· Ability to search on any attribute listed in the database, e.g.:	Comment by Matt Arena: Many of the important fields are in the iTrack search.
· Date Range
· Open/Closed
· Free-form text search
· Responsible Party
· Causal Code
· Etc.
· Search results sortable
· Search results include identified key data attributes from the system (ideal if user could select the fields)
· Ability to filter further on search results
· Export search results to Excel format
· Search results (if users’ permissions allow) are write-capable 
[bookmark: _Toc391620532]Recommendations and Next Steps
The iTrack Task Force recommends adopting a Lab-wide process and centralized system for tracking issues.  This may be implemented as follows:
· Detailed System Assessment: Submit a Request in ServiceNow for a Computing Sector assessment of the findings and initial requirements as documented in this report to provide a recommendation on best option/solution.  The assessment should include the following:
· An analysis of the current iTrack application to identify feasibility of enhancing the current system.  The analysis should include high-level cost and time estimates for implementation should this option be selected for implementation
· An investigation into alternative, 3rd party applications and/or SaaS (Software as a Service) solutions as viable options to enhancing the iTrack application.  The investigation should also include high-level cost and time estimates for implementation should any of these options be selected for implementation.
· Project Proposal: The Detailed System Assessment should be incorporated into a Project Proposal and presented to the Information Systems Portfolio Management Team (IS-PMT) for review and approval for implementation.  The Project Proposal should include organizational change in addition to system implementation in the project estimates.
· Project Implementation: Upon receiving Project Proposal approval, the project should be implemented to provide a Lab-wide issue tracking process and supporting system in accordance with DOE expectations.


[bookmark: _Toc391620533]APPENDIX A: RISK / HAZARD SEVERITY ANALYSIS MODEL
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[bookmark: _Toc391620534]APPENDIX B: ACTIVITY CATEGORIES & SUB-CATEGORIES	Comment by Matt Arena: There are 21 active review categories. Do we translate them into these categories, end-date them, create new records?

frESHTRK
Computer Account Disabling Audit
D/S/C Head Management Tour
DOE Tour
Department Head Management Tour
Directorate Tour
External Review
HPR Inspection
Incident/Near Miss
Internal Review
Investigative
Lessons Learned
Subcontractor Field Inspection/Audit
Tripartite
iTrack
Assurance Council
DOE Review
Internal Audits
Projects
Quality Assurance
ST&E Controls
Science and Technology
Suspect / Counterfeit Item

Create a new review creation email list
[image: C:\Users\zappia\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\LV2OZOF5\FermiLogo.tiff]Fermi National Accelerator Laboratory
PO Box 500
Batavia, IL 60510
http://www.fnal.gov
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1. External Reviews
Review sub-categories:
· ISO/OHSAS
· External Regulator 
· Inspector General Review
· Financial Review
· National Science Foundation Review

2. DOE Activities 
Review sub-categories:
· DOE Review
· DOE/FSO Review
· DOE Project Review
· DOE Inspection
· EVMS Certification

3. Incident or Event
Review sub-categories:
· ORPS
· HPI
· NTS
· Non-ORPS
· CAIRS
· General Incident/Event or Near Miss
· Suspect/Counterfeit Item

4. ES&H Activities
Review sub-categories:
· HPR Inspection 
· Subcontractor Field Inspection
· ES&H SA (Self-Assessment)

5. Internal Activities
Review sub-categories:
· FRA/CAS Reviews
· Operational Readiness Clearance (ORCs) 
· QA Audits
· Director’s Reviews

6. Self-Assessments
Review sub-categories:
· Tripartite
· Quality SA
· Internal SA by SME (Subject Matter Expert)
· Management Walkthroughs (aka management self-assessments)





[bookmark: _Toc391620535]APPENDIX C: TASK FORCE TEAM MEMBERS & CHARGE
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SEVERITY PEOPLE ENVIRONMENT COMPLIANCE PROPERTY PROCESS/PROJECT

CRITICAL

Multiple deaths from injury 

or illness; multiple cases of 

injuries involving permanent 

disability; or chronic 

irreversible illnesses.

Permanent loss of a public 

resource (e.g. drinking 

water, air, stream, or 

river).

Willful disregard for the 

rules and regulations.

Loss of multiple facilities or 

program components; 

(>$5,000,000 total cost*)

Total breakdown identified resulting in 

loss/shut down of a process or project.

HIGH

One death from injury or 

illness; one case of injury 

involving permanent 

disability; or chronic 

irreversible illnesses.

Long-term loss of a public 

resource (e.g., drinking 

water, air, stream, or 

river).

Major noncompliance that 

exposes the Lab to 

significant potential fines 

and penalties.

Loss of a facility or critical 

program component; 

(>$5,000,000 total cost*)

Major breakdown identified resulting in 

the failure to attain the budget, schedule, 

key performance indicators or customer 

expectations.

MEDIUM

Injuries or temporary, 

reversible illnesses resulting 

in hospitalization of a 

variable but limited period of 

disability.

Seriously impair the 

functioning of a public 

resource.

Significant noncompliance 

that requires reporting to 

DOE or other authorities.

Major property damage or 

critical program component; 

($1,000,000 - $5,000,000 total 

cost*)

Significant compromise to the attainment 

of the budget, schedule, key performance 

indicators or customer expectations 

which exposes process/project to 

potential failure if gap cannot be 

immediately resolved.

LOW

Injuries or temporary, 

reversible illnesses not 

resulting in hospitalization 

with lost time.

Isolated and minor, but 

measurable, impact(s) on 

some component(s) of a 

public resource.

Programmatic 

noncompliance with the 

Lab's Work Smart set.

Minor property damage or 

critical program component; 

($50,000 - $1,000,000 total 

cost*)

Minor breakdown or gap identified which 

does not result in significant compromise 

to the attainment of the budget, schedule, 

key performance indicators or customer 

expectations; gaps can be resolved.

MINIMAL

Injuries or temporary 

illnesses requiring only minor 

supportive treatment and no 

lost time.

No measureable impact 

on component(s) of a 

public resource

Specific instance of a 

noncompliance with the 

Lab's Work Smart set.

Standard property damage or 

critical program component; 

(<$50,000 total cost*)

Minor gaps identified which do not 

compromise the attainment of the 

budget, schedule, key performance 

indicators or customer expectations; gaps 

can easily be resolved. 

* total cost = total dollar value including 

parts, labor, contingency plans, etc. that is 

necessary to repair/replace property or 

program component.

HAZARD SEVERITY
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PROBABILITY

A

B

C

D Unlikely to occur.

MISHAP PROBABILITY TABLE

DESCRIPTION

Likely to occur immediately or within a short period 

of time

Probably will occur in time.

May occur in time.
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SEVERITY A B C D

Critical 1 1 2 3

High 1 2 3 4

Medium 2 3 4 5

Low 3 4 5 5

Minimal 4 5 5 5

RISK ASSESSMENT CODE

PROBABILITY
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Name Stakeholder Group

Kevin True Computing - IT

Elaine Mccluskey Projects

T.J. Sarlina Chair 

Kathy Zappia QA

Jemila Adetunji QA

Rolando Ramos Computing - IT 

Martha Michels ESH&Q 

Raymond Lewis SSO - AD

Rich Ruthe SSO - TD

Elaine Phillips PPD - Admin

Mike Rhoades Finance

Bill Flaherty Security

Eric Mieland ES&H

Rod Walton FESS

Peter Garbincius Directorate

Doug Glenzinski Experiments - PPD
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Task Force Charge:

‘Background:

‘The goal of the laboratory is to implement an Issues Management Program in accordance with DOE
‘expectations that will allow us to understand where programmaic strengths exist to improve operations
and identify program weaknesses before they impact or undermine our mission both now and for the
foreseeable future.

Successful implementation of the Issues Management Program at Fermilab relies on the use of a central
tracking database 0 monitor and track trends and issues across the Fermilab complex. {Track is Oracle
based system that has combined two similr b different inerfaces into a single system. Rollout o this
‘combined system has uncovered shortcomings that make it diffcult to:

Select the appropriate review type

Enter data in a consistent manner,

Evaluate risk impact and probabilites,

Determine hazard likeliboods,

Assign root causes,

Assign responsible persan or persons, and

Effectively close out items

Easy and effective trending of items is not easible i the current model.

Deliverables:
Better define the lssues M; for the Laborstory: Reach a consensus about how
the laboratory wi
system (ITrack).

Define the system requirements for iTrack v.3: Reach concurtence on what is expected of the
tem.

Specificaly:
isk and hazard models: Develop the appropriate models for each type of review.

Number of review types: Reduce the existing number of selections (o allow for beter binning
of reviews.

Improve the corrective or preventive action close out function: Provide a uniform close out
model for all review types that will track items 1o closure and provide proof of
‘accomplishment.

) Tracking and rending: Understand how the data wil be used o understand strengths and
weaknesses.

) Define verification requirements at various levels: Build n a system (o require verification of
closure for items a setlevels

Deadiine:
A final report meeting the deliverables s due by June 20, 2014,

‘ —
| |

Tools

sign

Comment

419 PM
6/10/2014
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