   •       CNAS is the sole collection point for visitor and contractor data.

The main data entry screen in CNAS accepts all of the pertinent personal and professional data (such as identifier, name, address, birth information, citizenship, documents, contact information, etc.), PLUS data that specific to contractors and visitors.
Contractor specific information includes Company (or Sub-Contractor) affiliation and a Fermi Point of Contact (outlined in Yellow in the screen prints below).

Visitor specific information includes Institution affiliation, Professional Class Code, Experiments and Extended Family and Emergency Contact information (outlined in Red in the screen prints below).
As we move to eliminate CNAS, the replacement system must offer the same type of data entry and reporting capabilities.  The nature of this data and the fact that employee data currently resides in PeopleSoft indicates that PeopleSoft may be a good candidate to replace this aspect of CNAS (even though some customization may be necessary).
A sample of the main CNAS data entry screens follow (note: all of the supporting screens are not shown):
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Job Tab:
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Personal Tab:
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Experiments Tab (overall experiment assignments…originally intended to be used as a source for the Experimenters Workbook, but currently not widely used):
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Access Request Experiments (experiments related to a specific visit)

[image: image5.png]~ Name

person o [IEHIE
Last Name [ABBOTT First Name [BRADEN
id Name [k Suffc Prefid Narme
- Access Request S
Request Number [3346761 status [A_[pctve
Reason far VisitiAccess [EXPERIMENT
Is Site Access Required? © Yes " No
Scheduled Start Date [031012010 Onsite End Date [03/1012013 Offsite End Date J0311012013 Intermittent Visit? [~
DivisionDepartment(s) AccessFacitators
. prima | - Primary Host
r Fermild s [
e T
Experiment(s) e Oy
Num__ Short Name Prim? zhone EINEED
r - Alterate Host —
r Fermild saws[ [
ER= Name
Contact Org
Physical Location(s) Fain MBI
Code Description Prim?
- j f—
r Approver

Associate Documents

e pate FACTS info)





Family Member Information
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Emergency Contacts
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   •       Serves as a central repository of personal and professional data for visitors, contractors and employees.

CNAS is the first point at which visitor, contractor and employee data come together. As a result, it has served as the primary source for person-related data.  The data is accessible in three ways: 

· Via the standard application reports and screens.

· Via static views which serve down line systems.

· Via Discoverer, an adhoc query tool, used by the end users to fulfill both internal and external inquiries about people.
In general, the data is accessible by any lab employee or lab system, with proper justification and approval.
The CNAS replacement system needs to offer the same type of accessibility, whether it’s via the system that houses the data (such as PeopleSoft) or a down line data repository (such as FSST). 
   •       Tracks people as they move between visitor, contractor and/or employee status.

Although this may seem like a simple process, there are several factors that come into play, when a person moves from one identity to another.  For example:

· A person can only have one active Fermi identity at any given time.
· The movement must be tracked for reporting purposes, so we know “who was who” and when.  Chronological logs are important for reporting.
· Most people need to move from one identity to another without interruption in their computing privileges.
In addition, returning individuals occasionally provide a variation of their name or a different last name all together.  So, CNAS contains a series of checks to help identify (or flag) existing person records, in order to reduce the chance of the person being added to CNAS more than once.  If it’s determined that a person exists in CNAS more than once there is additional functionality that provides the ability to merge person records, once it’s been determined that the same person is in the system twice.
According to the documentation, the person model in PeopleSoft should be capable of tracking the movement of a person from one identity to another.  The auditing and merging capabilities are not clear, so more analysis is definitely needed, but at first glance, this appears to be a fairly good fit. 
•      Provides the ability to track and maintain onsite and offsite user authorizations.

Every visitor who comes on site to work on an experiment must be authorized by an experiment spokesperson/manager.  About a quarter of the visitors who come to the lab start their assignment on site, but finish it off site.  The terms of each visit are usually prearranged, in advance of the visitor’s arrival.  CNAS is capable of capturing this information in advance of the arrival, prior to the issuance of the Fermi id.
In addition, all foreign nationals (visitors, contractors, or employees) who will be working on site need to be validated/re-validated periodically (usually annually).  The authorization terms in CNAS are set up to coincide with the individual’s official paperwork, so that expiration notifications can be sent out.
The concept of authorizations was established in CNAS in preparation for the FACTS interface, as well as, for tracking and reporting purposes.  Therefore, CNAS tracks the entire authorization for every person, as well as, the on-site and off-site portions.  A sample of the CNAS screen (known as the Access Request screen) is shown below:
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It’s not known at this point if PeopleSoft has the concepts of authorizations, so it’s hard to say if it’s a good candidate to replace this functionality.  However, this process goes hand-in-hand with managing people, so it should be migrated to whatever system ends up with the person information.
   •       Provides current and historical, access and foreign national information for most DOE, CI (Counter Intelligence) and internal inquires.

Most of the inquiries received from the Office of Counterintelligence target specific groups of people who were authorized to be on site during a specific time period (usually in the past).  To fulfill these requests, CNAS retains a complete history of all access and lab related data, which allows the data to be viewed as it existed at any point in time, regardless of the current status of the individuals in question.
Most of the DOE and internal requests involve current data and vary greatly in content and criteria.  To fulfill these requests, the users usually use Discoverer to build a query that suits their needs.

Whatever system replaces CNAS, must be capable of historical reporting.

   •       Generates the NON-473 Request for Foreign National Unclassified Visit or Assignment form.

The Non-473 form is a "phony" Form 473, which is a formal DOE Form that must be used at DOE labs that require security clearances prior to site access. The Non-473 is required to document that a non-U.S. citizen is accessing the site, in order comply with DOE rules about "Foreign Visits and Assignments" as outlined in DOE Order 142.3.

The NON-473 form is generated out of CNAS and then routed for approval (usually to the Directorate). 
Since this report is not likely to be found in an off-the-shelf system, it will need to be incorporated into the same system that houses the person data OR it could reside in a down line system, such as a CNAS stub, providing it has access to the person information.  
   •       Identifies Foreign National Hosts and the individuals assigned to them.

By DOE orders, every foreign national who comes on site, must have a designated host at the lab.  A host is an employee, who is a U.S. citizen, and is trained to serve as a point of contact for the foreign national.  

CNAS tracks the hosts, as well as, all the foreign nationals assigned to the host.  In addition, there are nightly notifications, as well as, semi-annual reports that are generated to keep hosts informed as foreign nationals come and go. 

It’s not likely that this functionality is going to exist in an off-the-shelf system, so it will need to be incorporated into whatever system houses the person information.

   •       Structured to interface with the DOE Foreign Access Central Tracking System (FACTS).

Currently, the Users Office enters each foreign national into CNAS and then again into DOE’s FACTS system.  FACTS offers a method to interface with their system, in order to eliminate the dual data entry, but it requires data that is specific to FACTS.  

A few years ago, CNAS was modified to capture the data needed by FACTS, but the interface itself was never implemented due to competing priorities and difficulties in properly securing the data.

The system that replaces CNAS should be capable of interfacing with the FACTS system. 

   •       Establishes and terminates kerberos account access via a real-time interface.

Through a series of scripts, CNAS interfaces with both the MIT KDC and the Windows domain servers in a real time manner.

CNAS tracks the main principal, as well as, any special principals that are required on either KDC.  Account names are established in CNAS by the service desk personnel and passed to the down line KDC for creation.  Accounts are terminated automatically, upon a change in status (from active to either unvalidated or terminated). 
OIM should be able to replace this functionality, since this is purely an account provisioning activity.
   •       Provides for uninterrupted account access for individuals moving between id types.

People move from one id type to another for various reasons and they usually need to continue their work during the transition.  

CNAS users are allowed to choose between retaining access and terminating access for any individual in transition.  Individuals who retain access throughout the transition experience no interruption in their computing privileges.  Individuals who are cut off during their transition must reestablish connectivity through the normal means.  Accounts are never automatically reactivated (for security reasons).
In the new system, this functionality should reside with the person information and be accessible to OIM for execution.
   •       Maintains a list of reserved names to ensure that sensitive account names are never assigned to a person and that account names can only be reused by the same person.

Computer security rules state that a Kerberos account name can only be reused by the same person to whom the account name was originally assigned.   In addition, certain system reserved names can never be assigned to a person. 

CNAS allows the end user to add account name to the reserved list at any time.  In addition, it keeps track of account names as they relate to people, in order to ensure that an account name is never reused by more than one person. 

This functionality relies on person information, but does not necessarily have to reside with the person information.  If OIM has the ability to keep tabs on this information, then OIM would be a good candidate to replace this functionality in CNAS.  If not, it could either be incorporated to the same system that houses the person data, or it could reside in a down line system, such as a CNAS stub.   

   •       Produces email notifications to alert users of upcoming expirations (badge, site, and/or account).

It’s not uncommon for a visitor, contractor, or foreign national employee to lose track of expiration/renewal dates.  
Before this notification process was developed in CNAS, computer access and site access were being denied without warning, which resulted in complaints, frustration and loss of work.  These notifications help ensure that renewals are performed in a more timely manner, resulting in a more efficient and less chaotic renewal process.
A sample notification is shown below.  Once again, this functionality relies on person information, but it does not necessarily need to reside with the person information.  If OIM has the ability to produce similar notifications for account expirations, then OIM would be a good candidate to replace this functionality in CNAS.  If not, it could either be incorporated to the same system that houses the person data, or it could reside in a down line system, such as a CNAS stub.

This notification is to inform you that the following items are about to expire for Fermilab Contractor ID 08683C - Todd Olson.

   Fermilab Contractor ID, 08683C, will be inactivated on 01/09/2009.

   Fermilab Photo ID, for Fermilab Contractor ID 08683C, expires on 01/09/2009.

   Main Kerberos Account, tolson@FNAL.GOV, expires on 01/09/2009.

   Special Kerberos Account, tolson-admin@FERMI.WIN.FNAL.GOV, expires on 01/09/2009.

   Publication in the Fermilab On-line Phone Directory ends on 01/09/2009.

FOR ALL CONTRACTORS, AN ACTIVE FERMILAB CONTRACTOR ID NUMBER IS REQUIRED TO MAINTAIN ACCESS TO LABORATORY RESOURCES.

FOR CONTRACTORS WHO ARE WORKING ON-SITE, A VALID FERMILAB PHOTO ID IS REQUIRED TO MAINTAIN ACCESS TO THE LABORATORY SITE.

For information on renewing your Fermilab Contractor ID, please contact your Fermilab approver or visit the Key/ID Office. Renewing your Fermilab Contractor ID prior to the expiration date will automatically renew your main Kerberos account. 

For more information on renewing a special Kerberos account or reinstating an expired Kerberos account, please visit http://computing.fnal.gov/xms/Services/Getting_Services/Forms/Form_for_Reactivating_Primary_Accounts_or_Kerberos_Principal. 

If no action is taken, the items listed above will expire, along with any associated privileges. 

   •       Produces email notifications to alert specific people of upcoming or recent terminations.

This notification helps various groups throughout the lab manage their business areas when an employee terminates.  It was also designed to replace a manual notification process, but there are timing issues in the current business process that prevent this notification from being used for that purpose.

This notification is directly related to employee terminations, so the most likely home for a notification of this nature would be PeopleSoft.  However, it does not necessarily need to reside with the person data.  It could easily reside down line, in a CNAS stub, providing it had access to the data it needed to produce the notification.

   •       Provides the ability to maintain project/task assignments for visitors.

Universities provide funds to the lab for various projects, which are assigned to Fermilab project/task numbers.  The university also provides authorizations as to who is allowed to spend those funds.  Once all of this information is obtained, the accounting department associates the authorized individual(s) (employees or visitors) to the project/task(s), and indicates the spending level and principle investigator for the funds, via a screen in CNAS (see below).  Reports are then produced out of CNAS and distributed to various groups, such as the travel dept, the stockroom, accounts receivable, and DOE, as a means of validating that the person requesting the product or service is authorized to spend the money.  
This functionality relies on both person information and project/task information, but it does not necessarily need to reside with either.  It’s more or less an accounting function, so it seems like it belongs in EBS, providing EBS has access to the person data, but it could also reside in a down line system, such as a CNAS stub.
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   •       Produces the Badge Authorization Report. 

The Badge Authorization Report is a manual workflow involving a paper report that informs the Key & Id Office that the person requesting the badge has completed all paperwork and is authorized to receive a badge.

   •       Serves as the central repository for physical locations throughout the lab. 

A few years ago, an effort was underway to standardize and centralize location information.  In general, locations mean different things to different groups, so the concept of a location type was established in CNAS to help manage the locations and their meanings.  The first system outside of CNAS to use the standard locations was EBS.  Sunflower was next on the list, but that conversion never took place.  

This functionality has no relationship to people and therefore, could reside in just about any system, providing all requirements are met.
   •       Provides data to various groups and systems throughout the lab (ESHTRK and down-line systems, Spires, Support Services, EBS, Sunflower, the Badge System, CST, On-line Phone Directory, All Hands List, etc.)

As a centralized system, CNAS has served as a data warehouse (of sorts) to many down line systems.  Currently there are 16 down line systems/processes that pull data out of CNAS and 2 others that receive data in the form of an extract file.  CNAS also issues listserv commands to aid the Users Office in subscribing and unsubscribing visitors to mailing lists.
The CNAS replacement system needs to offer the same type of accessibility to the data, whether it’s via the system that houses the data (such as PeopleSoft) or a down line data repository (such as FSST). 







